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Today’s Agenda

• Guest Speaker
Anthony Lang, Chief Division Counsel and SSA FBI HNL

• Jodi Ito, Vulnerabilities & Compliance
• Sandra Furuto, Data Governance
• Victoria Rivera, Disclosure Requirements & Conflict of 

Interest
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FBI CYBER DIVISION: THREAT ANALYTICS 
COLLABORATION UNIT (FBI TACU)

• Gryphon Citadel is a unique set 
of integrated tools and processes 
developed by FBI TACU to detect 
and alert an organization to cyber 
threats. 



GRYPHON CITADEL

Log Type Page Overview:

• Zeek/Bro; Apache; Cisco; Palo Alto;

• PFSense; Sophos; UTM; CSV; 

• Netflow; CSV Weblog; 

• Microsoft ISS; Microsoft ISS ALM; 

• Microsoft O365; QoScient Argus; and Suricata



UNIVERSITIES/EDUCATION: RIPE TARGETS?

• TOP 5 UNDUSTRIES MOST VULNERABLE TO CYBER ATTACKS IN  2022:

(1)  FINANCIAL SERVICES;

(2)  HEALTHCARE;

(3)  EDUCATION;

(4)  ENERGY & UTILITIES; 

(5)  GOVERNMENT AGENCIES



LOS ANGELES UNIFIED SCHOOL 
DISTRICT DATA BREACH – 10/2022
• Russian Speaking Hacking Group VICE SOCIETY unleashed 

RANSONWARE with an October 4, 2022 DEADLINE --- leaked 
500GB data containing:

• (a) PII – SS#s;

• (b) tax forms;

• (c) passport information;

• (d) contact and legal documents; 

• (e) bank account details;

• (f) health information;

• (g) conviction reports; and

• (h) psychological assessments of students.



#1 – PII & PHI

• Financial Data of Students, applicants, faculty, 
staff, and alumni.

• Financial data of season ticket holders –
sports and theaters.

• Campus parking permits have driver’s 
license and vehicle data.

• Medical research facilities have patient data.



PII/PHI – UNIVERSITY 
CASE STUDY
• FACTS:

• FBI notifies a University that foreign actors hacked into two 
servers!

• One of the servers could have been used as a pivot point to access 
student and faculty PII.

• University uses this opportunity to engage a computer forensics 
company to remediate this incident.

• University uses this incident to re-evaluate their computer security 
posture and upgrades various network security infrastructure and 
controls.

• Foreign Actor Motivation – Dissidents – PII and financial data not 
exfiltrated.



#2 – INTELLECTUAL 
PROPERTY
• Engineering, computer science and other 

hard sciences

• Classified research – DOD contracts/other 
US Government agencies



#2- INTELLECTUAL PROPERTY: 
CASE STUDY – SPEAR 
PHISHING
• A prominent California University professor receives a 

spear-phish email.

• The Professor is an expert in a certain region’s political 
landscape.

• FBI contacts the Professor on his cell phone and explains 
their e-mail and computer may be compromised.

• FBI meets with Professor, Chief Information Security 
Officer (CISO), Legal and IT Department where FBI 
discovers that large e-mail attachments not scanned by 
University due to performance reasons.

• FBI assists University with forensic analysis.



#3 - BANDWIDTH

• Looking at large data pipes or hop-points.

• The threat actors have typically accessed hop points, from 
various China-based internet protocol addresses that pointed 
to different Chinese internet service providers (ISPs).

• The servers allow them to access operational email accounts 
and host domains.

• Armed with those credentials, threat actors can reroute traffic 
to infrastructure they command.



#3 – BANDWIDTH –
CASE STUDY
• FBI identified Russian cyber attackers were proxying 

through University networks since they have fast 
network links to target systems and their traffic appears 
more legitimate than a connection from Moscow. 

• FBI installed the network equivalents of wire-taps at a 
number of the compromised universities that the 
attackers were moving through. 

• Now they could watch the attackers as they typed out 
their commands. They discovered the attackers were 
using the standard tools to move through networks and 
steal documents without standing out.



#4 – IT 
INFRASTRUCTURE
• Use of open or low security networks for 

criminal purposes –

• (a) innocent images;

• (b) forums;

• (c) botnets;

• (d) DDoS.



#4 – IT INFRASTRUCTURE: 
CASE STUDIES…..

• INNOCENT IMAGES –

• (a) Open or weak security for campus Wi-Fi’

• (b) Led to individuals uploading child pornography on 
University’s network; and

• © Could also be committed by university employees 
and/or students.

• CREDIT CARD HACKING FORUM-

• (a) FBI and Secret Service notified

• (b) DDoS attack



FINAL 
THOUGHTS…QUESTIONS?

• PARTNERSHIP WITH THE FBI & LAW ENORCEMENT 
BENEFITS:

• (a) Acts as a deterrence to potential hackers;

• (b) Computer intrusion may have national security 
implications;

• (c) Pre-established FBI Honolulu Division POC for computer 
intrusions, malware infections, FLASH, PINS, Joint Indicators 
Bulletins and vulnerability notification = Gryphon Citadel.

• (d) FBI does not have “full” visibility into our adversaries and 
needs your assistance.

• QUESTIONS?     aklang@fbi.gov OR (808) 479-7439

mailto:aklang@fbi.gov


Vulnerabilities &
Compliance

Jodi Ito
UH Chief Information Security Officer

jodi@hawaii.edu



https://www.cisa.gov/uscert/sites/default/files/publications/aa22-277a-impacket-and-exfiltration-tool-used-to-steal-sensitive-information-from-defense-industrial-base-organization.pdf

https://www.cisa.gov/uscert/sites/default/files/publications/aa22-277a-impacket-and-exfiltration-tool-used-to-steal-sensitive-information-from-defense-industrial-base-organization.pdf




These state-sponsored actors 
continue to use virtual private 
networks (VPNs) to obfuscate their 
activities and target web-facing 
applications to establish initial 
access. 
Many of the CVEs indicated in 
Table 1 allow the actors to 
surreptitiously gain unauthorized 
access into sensitive networks, 
after which they seek to establish 
persistence and move laterally to 
other internally connected 
networks. 

https://www.cisa.gov/uscert/ncas/alerts/aa22-279a



https://nvd.nist.gov/vuln/detail/CVE-2022-42475



https://systemweakness.com/chatgpt-hacking-tools-for-bug-bounty-pentesting-blue-teams-and-more-c445698d23f



Using ChatGPT to Write a Phishing Email





ChatGPT and other AI / LLM* issues

*LLM:  Large Language Model
https://www.scientificamerican.com/article/research-summaries-written-by-ai-fool-scientists/#



https://www.chatgptplagiarism.com/



UH Incidents & 
Initiatives



IoT, MFD, Unsecure Devices on UH Network

• Please remember that when connecting to any UH network your 
device will receive a public IP address that allows for actors to 
actively exploit  or brute force access unless behind a department 
firewall

• Most devices are never meant to be public facing without enabling 
security controls, minimum security standards should be applied 
before connecting to UH network
https://www.hawaii.edu/infosec/assets/minimum-
standards/implementation-guides/

• Check with your department IT staff or appliance vendor if you are 
unsure about connecting your devices with sensitive information.

https://www.hawaii.edu/infosec/assets/minimum-standards/implementation-guides/


OneScreen Vulnerability

• OneScreen is a smart display with touchscreen capabilities
• Android OS with “userdebug” mode on by default
• Attacker gains root access by connecting to TCP port 5555 via the ADB 

protocol
• Compromised when connected to a network 
• Used as a proxy and used to attack other networks



Multi-function Devices/Printers on UH Network

• MFD’s on public network can be a security risk if not configured 
properly. Recent scans identified SMB shares on printers that 
contained sensitive/regulated data. 

• Ability to save scans to local drive should be disabled unless the 
following at minimum is enabled
• Full-disk encryption to comply with regulatory requirements for PHI,PII
• Proper access control so scans are saved to folders restricted to the 

intended users. (Saving files to 1 accessible location is not acceptable as 
others with access to the folder would allow for unauthorized access.)

• Administrator passwords should be changed to a strong and unique 
password.

• HTTPS should be enabled on the web interface to avoid credentials being 
intercepted.



GLBA MFA Requirement

• Basic information about GLBA and how it applies to UH:
• https://www.hawaii.edu/infosec/glba/

• From: https://www.ftc.gov/business-guidance/resources/ftc-
safeguards-rule-what-your-business-needs-know

• “Implement multi-factor authentication for anyone accessing customer 
information on your system.”

• It is already implemented at UH login but is NOT mandatory yet
• ITS is still working on details of implementation
• Expecting to distribute USB tokens for those that do not have cell 

phones
• More information will be forthcoming this semester

https://www.hawaii.edu/infosec/glba/


Implementation of Proofpoint

• Recognized industry leader in email protection, threat detection, and 
response solutions to help secure against phishing attacks, malware, 
and other advanced threats

• Implementation will be done slowly over this calendar year
• Additional webinars about Proofpoint will be offered



Research
Regulations & Compliance

Update



CMMC Update

• Cybersecurity Maturity Model Certification (CMMC)
• Requires 3rd party certification (essentially for NIST 800-171)
• Will NOT be released as an Interim Rule in March
• Not included in the current Unified Agenda as a Proposed Rule

• https://www.reginfo.gov/public/do/eAgendaMain
• DOD is still reviewing it

• Will require 60 day public comment period
• DOD needs to respond to every comment received

• Guesstimate:  Rule may be finalized in 2024
• https://dodcio.defense.gov/CMMC/About/
• https://www.projectspectrum.io/#/

https://dodcio.defense.gov/CMMC/About/
https://www.projectspectrum.io/#/


NSPM-33 & Guidance

• NSPM-33 established national security policy for US Government-
supported R&D (issued Jan. 14, 2021)

• “Guidance For Implementing National Security Presidential 
Memorandum 33 (NSPM-33) on National Security Strategy for United 
States Government-Supported Research and Development” (Jan. 2022)

• PDF: https://go.hawaii.edu/25C
• Issued by National Science and Technology Council Subcommittee on 

Research Security, Joint Committee on the Research Environment

https://go.hawaii.edu/25C




Standardized Disclosure & Conflict of Interest

• Update in August 2022: https://www.whitehouse.gov/ostp/news-
updates/2022/08/31/an-update-on-research-securitystreamlining-
disclosure-standards-to-enhance-clarity-transparency-and-equity/

• Standardized data fields and instructions for disclosure of information
• https://www.federalregister.gov/documents/2022/08/31/2022-

18746/agency-information-collection-activities-request-for-comment-
regarding-common-disclosure-forms-for

• National Science Foundation assigned the lead

https://www.whitehouse.gov/ostp/news-updates/2022/08/31/an-update-on-research-securitystreamlining-disclosure-standards-to-enhance-clarity-transparency-and-equity/


November 25, 2022

https://apnews.com/article/biden-technology-donald-trump-national-security-federal-communications-commission-6904d9fc598321fadc8bccb430efd800



https://privacylaw.proskauer.com/2022/07/articles/cybersecurity/dojs-civil-cyber-fraud-initiative-secures-more-
than-9-million-in-two-false-claims-act-settlements-for-alleged-cybersecurity-violations/



Civil Cyber-Fraud Initiative Settlements



NSF Research Security:
https://beta.nsf.gov/research-security









https://go.hawaii.edu/25T



https://beta.nsf.gov/news/nsf-2022-research-security-training-united-states





Regulation Description Penalty

National Institute 
of Standards and 
Technology Special 
Programs 
(NIST SP) 800-171

Federal Department of Defense (DoD) standards aimed at safeguarding 
Controlled Unclassified Information (CUI)
• DFARS Clause 252.204-7012
• 110 controls in 14 areas (e.g., access, awareness and training, audits, 

incident response, risk assessment, etc.)
• Interim DFARS Clause 252.204-7020

• Effective November 1, 2020
• Must submit a self assessment of 800-171 compliance on SPRS website 

before award

Various criminal, 
civil, 
administrative, 
or contract 
penalties

Cybersecurity 
Maturity Model 
Certification 
(CMMC)

A tiered approach to audit contractor compliance with NIST SP 800-171, based 
on five different levels of maturity expectations
• DFARS Clause 252.204-7021
• By Oct. 2025, CMMC certification will be required for ALL DoD contracts
• Phased rollout

Key Regulations and Penalties – Research-related (1)



Regulation Description Penalty

Federal Acquisition 
Regulation (FAR) 
52.204-25; 
Section 
889(a)(1)(B) of the 
National Defense 
Authorization Act 
(NDAA)

• As of 8/13/20, government agencies are prohibited from contracting with an 
entity that uses any equipment, system, or service that uses covered 
telecommunications equipment or services as a substantial or essential 
component of any system, or as critical technology as part of any system

• Prohibition applies regardless of whether or not that usage is in performance
of work under a Federal contract

• UH cannot purchase/use any telecom or video surveillance equipment or 
services from:

• Huawei Technologies Company
• ZTE Corporation
• Hytera Communications Corporation
• Hangzhou Hikvision Digital Technology Company
• Dahua Technology Company
• or any subsidiary or affiliate of these entities

• https://www.federalregister.gov/documents/2020/07/14/2020-
15293/federal-acquisition-regulation-prohibition-on-contracting-with-
entities-using-certain

Key Regulations and Penalties – Research-related (2)



Regulation Description Penalty

National Industrial 
Security Program

• DoD Directive 5220.22-M
• National Industrial Security Program Operating Manual
• Classified data subject to regulation

Biological Safety 
Program

• Governs all research, teaching, and testing activities involving infectious 
agents and recombinant materials

Export Control & 
International Traffic 
in Arms Regulations 
(ITAR)

• Federal regulations that impose access, dissemination or participation 
restrictions on the use and/or transfer of commodities, technical data, or the 
provision of services subject to United States (US) export controls for reasons 
of national security, foreign policy, anti-terrorism or non-proliferation

Key Regulations and Penalties – Research-related (3)



Data Governance
Sandra Furuto



Protect the privacy and 
security of “Protected Data” 
(all non-public data)

• Produce higher quality data for decision making

• Promote efficient use of resources

• Increase transparency and accountability

UH Data Governance Goals



Institutional data 
Supports administrative, academic 
operations (student, HR, finance)

Research data 
Data created, collected, or analyzed 
for research

Types of Protected Data



EP2.214, Data Classification Categories

Category Definition Examples

Public Access is not restricted and is subject 
to open records requests

Student directory information, employee’s 
business contact info

Restricted Used for UH business only; will not 
be distributed to external parties; 
released externally only under the 
terms of a written MOA or contract

Student contact information, UH ID number

Sensitive Data subject to privacy 
considerations

Date of birth, job applicant records, salary/payroll 
information, most student information, PII 
responses on sensitive topics (e.g., illegal 
activities, addiction, sex, housing/food insecurity, 
etc.)

Regulated Inadvertent disclosure or 
inappropriate access requires a 
breach notification by law or is 
subject to financial fines

FN or first initial/LN in combination with SSN, 
driver license number, or bank information; 
credit card, FAFSA information; health 
information

Protected 
Data



Protected Data

Public Restricted Sensitive Regulated

No risk Low risk Medium risk High risk

Student Data
• Name
• Major field of study
• Class (i.e., freshman, 

sophomore, etc.)
Employee Data
• Name
• Job title, description
• Business address, phone 
• Education & training 

background
• Previous work 

experience
• Dates of first and last 

employment
• Position #, type of 

appointment, service 
computation date, 
occupational group or 
class code, BU unit code

Student Data 
• UH email address / 

username
• Address (street name, #)
• Personal phone #
Student & Employee Data
• UH ID#
• Banner PIDM
• ODS PIDM

Student Data 
• Gender, ethnicity, grades, 

courses taken, GPA
Employee Data
• Address (street name, #)
• Personal phone #
Student & Employee Data
• Date of birth
• Non-UH email address
• Job applicant records
• Salary & payroll info
Other Data
• PII responses on 

sensitive topics (illegal 
activities, addiction, 
sexual behavior and 
orientation, 
housing/food insecurity, 
etc.)

FN / first initial and LN with 
the following:
• SSN
• Driver's license
• Hawai‘i ID card #
• Financial account info, 

credit / debit card #s, 
etc.

Business / Financial Data
• Payment Card Industry 

Data Security Standard 
(PCI-DSS) info

Health Information
• Individually identifiable 

health info (IIHI), HIPAA 
data

Financial Aid (FAFSA) Data

Examples of Data / Information by Category from EP2.214



Data Classification Category Considerations

• Know your data, know your UH data classification categories

• Data elements likely in more than one data classification category

• Protect records based on data elements with the highest sensitivity

• Consider all data involved in your project
• E.g., Assessments plus surveys and interviews 

• Data security risk may vary over your project lifecycle
• E.g., Collection of PII (higher risk), later de-identified (lower risk)



• Assess and reduce risk
• Protect

• Security – review how data will be collected, stored, 
and used

• Legal – ensure agreements have language that 
protects UH

• Inventory where Protected Data is coming/going
• Communicate

• Share within/between campuses
• Provide notice to data/IT providers

Purpose of Data Governance Process (DGP)

https://datagov.intranet.hawaii.edu/dgp/



Research Data that Requires a DGP

http://go.hawaii.edu/N3V



DGP Materials Required

• DGP request: https://datagov.intranet.hawaii.edu/dgp/

• Unsigned agreement (MOA/MOU, DUA/DSA/DTA, vendor contract, 
online terms)

• IRB approval letter

• Other supporting materials

DGP approvals typically take 1 week for research requests if we have all of the 
information we need.

Need help?  DGO Open Hours: go.hawaii.edu/kkf

https://datagov.intranet.hawaii.edu/dgp/


Non-compliant Terms (1)

Indemnification
• Look for language in vendor’s online terms and conditions near the bottom

Ex: “UH agrees to indemnify, defend, or hold the other party harmless…”
By state statute, UH cannot agree to indemnify a third party (there are 4 rare 
exceptions).  FYI, to agree means that UH will:
• Defend the third party, which includes paying for defense costs; and
• Pay for any monetary judgment 

• Ask vendor to remove language or accept alternate language available at 
EP8.200, Attachment 12 (“University responsibility” on page 2)



Non-compliant Terms (2)

Governing law
• Look for language in vendor’s online terms and conditions near the bottom

Ex: “governed by….” or “subject to the jurisdiction of…” another state or country
To accept means that UH will be subject to that state or country’s laws
• May be more difficult or need to hire outside counsel

• Ask vendor to change to Hawaii or remove language
• If vendor agrees, exclude from the waiver



Clarification on DGP and PI Responsibilities

• DGP approval allows the use of Protected Data for a specific 
purpose

• Security and agreement terms were reviewed, modified as needed; 
risk was deemed acceptable

• PI responsibilities

• Know your data and manage it according to the agreement terms

• After DGP approval, route unsigned agreements for signature



Who Signs Agreements?

Type of 
Agreements

Signature 
#1

Signature 
#2

Signature 
#3

HIPAA (System) PI Provost/
Chancellor

VPIT

HIPAA (Campus) PI VPIT Provost/
Chancellor

No Cost 
DUA/DSA/DTA 

PI Dean/
Director

VPIT

Procurement 
Related

Check with FA for guidance



• Access based on need-to-know

• Grant minimal access to data

• Use de-identified data when possible

• No re-purposing or re-disclosure without permission

• Protect records based on data with the highest level of sensitivity

• Combinations of data elements, small cell sizes may become PII

• Remove duplicate data

• De-identify or destroy data when no longer needed

Data Governance Principles and Guidelines



Sandra Furuto, yano@hawaii.edu

Jodi Ito, jodi@hawaii.edu

Victoria Rivera, riveravg@hawaii.edu

Questions?



At the conclusion of this webinar, you will be asked to complete a short 
survey. Please share your feedback with us!

Presentation slides and recording
https://research.hawaii.edu/orc/export-controls/foreign-influence-in-university-

research/webinar-protecting-uh-research/

Office of Research Compliance
https://research.hawaii.edu/orc/

Information Security Team
infosec@hawaii.edu

Data Governance Office
datagov@hawaii.edu

https://research.hawaii.edu/orc/
mailto:infosec@hawaii.edu
mailto:datagov@hawaii.edu
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