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Housekeeping Items

• UH section of this session will be recorded 
• Recording will be posted on the Office of Research Compliance 

website
• Please use the Q&A for questions



Agenda

• Office of Research Compliance:  Victoria Rivera
• Cyberinfrastructure:  Ron Merrill
• Regulation & Compliance:  Jodi Ito



Research:
Regulations & Compliance

Jodi Ito
UH CISO

jodi@hawaii.edu



https://www.theregister.com/2023/09/18/cio_penn_state_security/



https://www.justice.gov/opa/pr/false-claims-act-settlements-and-judgments-exceed-268-billion-fiscal-year-2023



https://www.justice.gov/opa/pr/false-claims-act-settlements-and-judgments-exceed-268-billion-fiscal-year-2023



https://www.jdsupra.com/legalnews/doj-releases-false-claims-act-4866378/



https://www.justice.gov/usao-ndga/pr/georgia-tech-and-georgia-tech-research-corporation-pay-90000-resolve-allegations



https://www.jdsupra.com/legalnews/reflecting-on-higher-education-5740395/







Federal Regulations

• NDAA section 889: https://www.acquisition.gov/Section-889-Policies
• Prohibition on Contracting for Certain Telecommunications and Video Surveillance 

Services or Equipment
• Related to Controlled Unclassified Information (CUI):

• DFARS 252.204-7012: Safeguarding Covered Defense Information & Cyber Incident 
Reporting
• https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-
and-cyber-incident-reporting

• DFARS 252.204-7020: NIST SP 800-171 DoD Assessment Requirements
• https://www.acquisition.gov/dfars/252.204-7020-nist-sp-800-171dod-assessment-
requirements

• DFARS 252.204-7021: Cybersecurity Maturity Model Certification Requirements*
• https://www.acquisition.gov/dfars/252.204-7021-cybersecurity-maturity-model-certification-
requirements

*Not in effect yet

https://www.acquisition.gov/Section-889-Policies
https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting
https://www.acquisition.gov/dfars/252.204-7020-nist-sp-800-171dod-assessment-requirements
https://www.acquisition.gov/dfars/252.204-7021-cybersecurity-maturity-model-certification-requirements


CMMC Update

• Dec. 26, 2023 Proposed Rule published
• 60 day public comment period closed end of Feb. 2024
• Spring 2024 – proposed 48 CFR expected to be published with 60 day 

comment period
• Final rule published after 60 day comment adjudication period
• May undergo a Congressional Review period
• Current expectation: Jan. 2025 begin phased implementation of CMMC 

level 1 – self assessment*

* Phased implementation starts AFTER 48 CFR CMMC DFARS Rule is final and 
effective



Friday, April 12   •   8:00am-12:15pm
Kuykendall 201 (UHM Campus)

ONLY 4 seats left!



New:  CIRCIA – Published April 4, 2024

• Proposed Rule 
• The Cyber Incident Reporting for Critical Infrastructure Act of 2022 

(CIRCIA), as amended, requires the Cybersecurity and Infrastructure 
Security Agency (CISA) to promulgate regulations implementing the 
statute's covered cyber incident and ransom payment reporting 
requirements for covered entities. 
• 133 pages
• Applies to higher ed because of Federal Student Aid
• https://www.federalregister.gov/documents/2024/04/04/2024-

06526/cyber-incident-reporting-for-critical-infrastructure-act-circia-
reporting-requirements



https://broadbandbreakfast.com/legislators-release-draft-data-privacy-law/



Please complete the poll 
after this session ends!



Next DG & IS Webinar:
Monday, April 15, 2024

10:00-11:30am
https://hawaii.zoom.us/webinar/register/WN_SFhvyL_8RnWPZnF2Gm61Qg

Victoria Rivera: riveravg@hawaii.edu
Ron Merrill: merrill@hawaii.edu

Jodi Ito:  jodi@hawaii.edu

https://hawaii.zoom.us/webinar/register/WN_SFhvyL_8RnWPZnF2Gm61Qg

